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CUSTOMER INFORMATION

1la. TABLE OF AWARDED SPECIAL ITEM NUMBERS (SINs):

e 54151S Information Technology Professional Services

e 518210C Cloud Computing and Cloud Related IT Professional Services

e OLM Order-Level Materials
SEE PAGES 5 — 25 FOR SERVICES, LABOR CATEGORIES, AND AWARDED PRICES WITH
APPROPRIATE CROSS REFERENCE TO SIN DESCRIPTION

1b. IDENTIFICATION OF THE LOWEST PRICED MODEL NUMBER AND LOWEST UNIT PRICE FOR
THAT MODEL FOR EACH SPECIAL ITEM NUMBER AWARDED IN THE CONTRACT. This price is the
Government price based on a unit of one, exclusive of any quantity/dollar volume, prompt
payment, or any other concession affecting price. Those contracts that have unit prices based
on the geographic location of the customer, should show the range of the lowest price, and
cite the areas to which the prices apply.

SEE PAGE # 24-25 FOR GSA PROPOSED LOWEST UNIT PRICE LIST/HOURLY RATES FOR
EACH SPECIAL ITEM NUMBER SERVICES LABOR CATEGORIES. THE PRICES SHOWN ARE NET
(DISCOUNT DEDUCTED) HOURLY RATES.

1c. If the Contractor is proposing hourly rates, a description of all corresponding
commercial job titles, experience, functional responsibility, and education for those
types of employees or subcontractors who will perform services shall be provided.

SEE PAGE # 5-23 for GSA PROPOSED LABOR CATEGORY DESCRIPTIONS

2. MAXIMUM ORDER Per SIN:

SIN MAXIMUM ORDER*
54151S $500,000.00

SIN 518210C $500,000.00

OLM $500,000.00

NOTE TO ORDERING ACTIVITIES: *If the best value selection places your order over the
Maximum Order identified in this catalog/pricelist, you have an opportunity to obtain a
better schedule contract price. Before placing your order, contact the contactor for a
better price. The contractor may (1) offer a new price for this requirement (2) offer the
lowest price available under this contract or (3) decline the order. A delivery order that
exceeds the maximum order may be placed under the schedule contract in accordance
with FAR 8.404.

3. MINIMUM ORDER: $100.00

4. GEOGRAPHIC COVERAGE: Domestic; 48 Contiguous States; Washington DC, OCONUS
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5. POINT(S) OF PRODUCTION: MARYLAND, USA

6. DISCOUNT FROM LIST PRICES: Prices listed are net, discounts have been deducted
and the industrial funding fee has been added.

7. QUANTITY DISCOUNT(S): .5% on orders of $1,000,000 and over

8. PROMPT PAYMENT TERMS: Prompt Payment Discount (Net 10 Days) 0.25%; Net 30
Days — 0%. Information for Ordering Offices: Prompt payment terms cannot be
negotiated out of the contractual agreement in exchange for other concessions.

9. FOREIGN ITEMS: Not Applicable

10a. TIME OF DELIVERY: To Be Determined at the Task Order level
10b. EXPEDITED DELIVERY: Contact CIPS’s representative

10c. OVERNIGHT AND 2-DAY DELIVERY: Contact CIPS’s representative

10d. URGENT REQUIRMENTS: Agencies can contact the CIPS’s representative to affect a
faster delivery.

11. FOB POINT: Destination

12a. ORDERING ADDRESS:
Computer Integrations & Programming Solutions Corp (CIPS)
11821 Parklawn Dr. Suite 306
Rockville MD 20852

12b. ORDERING PROCEDURES: For supplies and services, the ordering procedures,
information on Blanket Purchase Agreements (BPA's) are found in Federal Acquisition
Regulation (FAR) 8.405-3

13. PAYMENT ADDRESS:
Computer Integrations & Programming Solutions Corp.
11821 Parklawn Dr. Suite 306
Rockville MD 20852

14. WARRANTY PROVISION: Not Applicable

15. EXPORT PACKING CHARGES: Not Applicable
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16. TERMS AND CONDITIONS OF RENTAL, MAINTENANCE, AND REPAIR (IF APPLICABLE): Not
Applicable

17. TERMS AND CONDITIONS OF INSTALLATION (IF APPLICABLE): Not Applicable

18a. TERMS AND CONDITIONS OF REPAIR PARTS INDICATING DATE OF PARTS PRICE LISTS AND
ANY DISCOUNTS FROM LIST PRICES (IF AVAILABLE): Not Applicable

18b. TERMS AND CONDITIONS FOR ANY OTHER SERVICES (IF APPLICABLE): Not Applicable

19. LIST OF SERVICE AND DISTRIBUTION POINTS (IF APPLICABLE):
Computer Integrations & Programming Solutions Corp

11821 Parklawn Dr. Suite 306
Rockville MD 20852

20. LIST OF PARTICIPATING DEALERS (IF APPLICABLE): Not Applicable

21. PREVENTIVE MAINTENANCE (IF APPLICABLE): Not Applicable

22a. SPECIAL ATTRIBUTES SUCH AS ENVIRONMENTAL ATTRIBUTES (e.g., recycled content,
energy efficiency, and/or reduced pollutants): Not Applicable

22b. Section 508 Compliance for Electronic and Information Technology (EIT): Not Applicable
23. UNIQUE ENTITY IDENTIFIER (UEI) NUMBER: TEKMJHLPBRF9

24. NOTIFICATION REGARDING REGISTRATION IN SYSTEM FOR AWARD MANAGEMENT (SAM)
DATABASE: Computer Integration & Programming Solutions Corp. has an Active
Registration in the SAM database. Cage Code: 1JRJ5.
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LABOR CATEGORY DESCRIPTIONS
SPECIAL ITEM NUMBER- 54151S
Information Technology Professional Services
NAICS 541511, 541512, 541519

COMPUTER SECURITY SYSTEM SPECIALIST |

The Computer Security Systems Specialist coordinates planning and execution of security activities with
agency and IT staff in order to mitigate risks associated with security vulnerabilities or integration issues,
including the testing and installation of security patches and antivirus software, Due to Personal Identifiable
Information (PIl) in respect of privacy data, continuously ensure confidentiality, integrity and availability on
enterprise servers and workstations while integrating changes to the IT architecture, complying with
security requirements, and implementing other customer requirements. The scope includes, but is not
limited to the following areas:

Duties and Responsibilities:

e Removal of outdated and unsupported applications, ongoing maintenance of a secure configuration
baseline, and tracking, reporting, and remediation of other vulnerabilities as identified. Provide
design and implementation support for longer term security

e Develop and maintain all required information security documentation (for C&A testing etc.)

e Establish new and updated standard operating procedures and policies for Vulnerability
Management, Patch Management, Configuration Management, Data Protection, and EOL and
Unsupported Software.

e Provide programmatic support to enable Desktop Support Tier 2 staff to support compliance with
all downward directed security mandates, such as Federal Information Security Management Act-
FISMA

e Provide programmatic support for Data/Disk Encryption. Evaluate and provide recommendations
on tools, security measures, and countermeasures as required by IT policies and regulation or
customer requirements, including the implementation of Public Key Infrastructure (PKI) certificates,
Smart Cards, full-disk encryption solutions, and other COTS products across multiple platforms.

e Perform testing, evaluation, ongoing assessment, and continuous monitoring of web-based
applications and other networked systems, such as McAfee ePO, Symantec Management Platform
(Altiris), and products related to the Department of Homeland Security Continuous Diagnostics and
Mitigation (DHS CDM) initiative, including IBM BigFix, Tenable Nessus, Cisco ISE, and ForeScout
Secure Connector

Qualifications: Familiarity with the Federal Information Security Management Act- (FISMA) procedures and
knowledge of current security tools and Assessment of Security and Privacy Controls on Federal Information
Systems in accordance with NIST SP 800-53 and NIST SP 800-171.

Experience: Minimum Four (4) years of experience. Two or more years demonstrated experience needed
to support compliance with all downward directed security mandates, such as FISMA

Education- Bachelor’s degree in Information Systems, Business, or other related discipline

Associate Degree plus 2 years’ relevant experience is considered equivalent to a Bachelor’s Degree.
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COMPUTER SYSTEMS ENGINEER |

Serves as primary system administrator/Technical Desktop Support Analyst for large Help Desk Tier 2
support ensuring the timely process through which problems are controlled including problem recognition,
research, isolation, resolution, and follow-up steps on system operation and correcting malfunctions or
breakdowns. Works with end-users on the activation of contingency procedures, and processes for
pandemic or citizen emergency situations. Interfaces with the vendors on environmental system issues,
configuration, application maintenance, or similar issues. Works with local managers to ensure continuity
of operations. Manages system and user licenses in coordination with licensing managers.

Duties and Responsibilities:

Tier 2 Desktop Support provides automated patch management support, both for routine and
emergency situations, for desktop operating systems and applications, software deployment and
packaging services, and monitoring and reporting for downward directed information security
mandates (i.e., compliance with desktop configuration settings, enterprise level status of data and
disk encryption, etc.

Responds to service requests for desktop support. Under the guidance of the Manager, responsible
for the overall management of specific task assignments, ensuring that the technical solutions and
assigned schedules are successfully completed in a timely manner.

Configures and installs desktop and laptop computers following standard procedures, isolates and
resolves technical problems with individual computers, answers user questions about hardware
and software, completes special projects assigned by manager.

Performs as technical specialist, diagnostician, responsible for evaluating, implementing,
administering, troubleshooting, problem solving, and maintaining systems and procedures for
configuring, managing, and securing organization desktops and other small systems.

Experienced with aspects of Desktop Management and industry-wide best practices (including
methodology and time to resolve) for the following: hardware and software desktop standards,
centralized desktop management (including remote assistance) and calls triaged from a centralized
Service Desk, software and hardware deployment methodologies, and data integrity and recovery.
Broad direct contact and work with users of all levels, Service Desk staff, network, and other
technical staff. Requires excellent interpersonal and written communication skills. Participates and
makes important contributions to desktop/network plans, strategies, and analyses and an
enterprise desktop security management system.

As part of continuity assurance program, monitor and respond to application alerts according to
established monitoring plans; not limited i.e. to managing, deploying and reporting on virus
scanning software; providing antivirus product scanning support; responding to virus, Trojan,
malware or spyware alerts in the event of intrusion or infection; and ensuring reporting compliance
with all downward directed information security mandates (i.e., FISMA, etc.).

Experience: Minimum three (3) years of recent full-time technical experience in troubleshooting
interconnected small systems in enterprise environment. Strong Windows applications and PC experience,
experience with Mac/Apple devices, or mobile, desktop, and laptops experience providing Mail Support
on Outlook, Entourage, Apple Mail /Mac Mail, etc.

Education- Bachelor’s degree in Information Systems, Business, or other related discipline.

Associate degree in science/technical/business field plus 2 years related experience is equivalent to
Bachelor’s degree
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HELP DESK SPECIALIST |

Serves as Help Desk (HD) or Service Desk Support professional providing Tier 1 customer service end user
support, troubleshooting software & hardware and resolving various issues in a fast pace environment
such as an organization’s on site or via remote connectivity. Ensure tickets received from the centralized
Help Desk system are assigned appropriately and that critical incidents are addressed.

Duties and Responsibilities:

¢ Responds to customers via phone and web support channels and follow established procedures
to process IT requests for services.

e Provide First Line Diagnosis/troubleshooting, triage, handle Port Activation Tickets, report
Network Issues, and escalate IT incidents to either resolve or escalate to outside the Service Desk
tier 2 and Tier 3 areas for service level guidance.

e Records all activities within the ServiceNow system and document cases thoroughly and
accurately in real time. Documents knowledge records in the IT Knowledge management (KM)
Tool related to Tier one support.

e Follow quality control workflow to ensure proper documentation and quality of case handling. Help
Desk Specialists within the continuity program must also monitor and respond to application

e Must coordinate communications channels during major incidents and record problem
investigations in the ServiceNow tracking system in a timely fashion.

e Secure email access for government issued and personally owned devices. Conduct General
Network Support/Troubleshoot Local Connectivity Issues

e Add/Remove Users to the Email system, Set and Distribute activation passwords to Local Techs and
End Users, Provide Hardware and Software Support to all devices.

e Help less experienced co-workers with troubleshooting, resolving user incidents and escalation
procedures at NIH. Working as independent and as a team player to reduce time others spend
researching or resolving problems.

Qualifications: Requires technical computer and customer service skills in helpdesk systems such as
Remedy, ServiceNow and in variety of computers and software e.g. Macintosh and Windows support,
Bomgar (remote access); MS Teams, Webex, BES for 0365; Mobilelron; BlackBerry Work; Secure Email and
File Transfer Service (SEFT); Microsoft Office Communicator (OCS); Microsoft Office; Microsoft SharePoint;
Cisco VPN Client; DNS/DDNS Issues; DHCP Issues; LDAP Support; SPAM, Phishing; IronPort Issues; PIV Card
Support for Windows and Macintosh Computers

Experience: Associate's degree with minimum of 1 year of relevant work experience in IT customer
support.

Education- High School Diploma Plus Two (2) years of relevant experience in IT customer support is
considered equivalent to a Associates Degree
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SOFTWARE ENGINEER 11l

Responsible for program technical design supporting the software development process involving coding,
and testing functions for information processing systems, decision support systems, database structure,
data analysis & visualization, library services, application of parallel and distributed computing in high-
performance computing (HPC) environment for Innovative genetics lab, Scientific Labs, and Department of
Defense SW and Data applications. The position is akin to SW Data Engineer IlI.

Duties and Responsibilities

e Ability to design user interface and systems architecture for complex application development
projects, protypes as well as analyzing, mapping and reengineering complex business
processes.

e Ensures completion of all development projects and deliverables. Reviews source code to
determine root cause and recommends innovative solutions.

e Resolves highly complex issues, conducts advanced research, and recommends innovations.

e Develops prototypes and proof of concept models to support and solidify design decisions.

e Develops test scenarios and scripts as an integral component of the software quality assurance
process.

e Provide planning, requirements analysis, design, development, integration, and administration
support for High Performance Computing (HPC) cluster, with terabyte storage and Gigabit
networking access

As SW Data Engineer, work with enterprise data customers within the development groups to:

e Manage and work on projects, with data administrators on various databases; updating
existing and creating new extractions (data mining), transformations, and loading (ETL)
processes as needed. Assist customers with data gathering, verifying, building pipelines, and
analyzing data; developing data dashboard using Business Intelligence (BI) tools such as but
not limited to Tableau; carry out statistical analysis of data base records. Experience developing
and administrating dashboards using Tableau and or Bl tools by merging data from different
sources and format

e Design or develop a web-based collaborative geospatial information sharing tool (using e.g.,
technologies such as HTML5/CSS/ JavaScript, WebGL/Google Maps/Earth, WebSocket, Ozone
Widget Framework (OWF), Thermopylae iSpatial etc.)

o Integrating third-party software with customer data and development to provide a
solution specific to customers

o For data visualization, arranging full life cycle data management flows, from sensor
ingest to end-user exploitation and develop tools for automated ingest processing
(e.g., orthorectification, band composition, tile set generation), multi-dimensional
indexing, spatiotemporal queries, extraction optimizations, & graphical rendering

o responsible for testing results showing widely distributed participants to share the
same view of a 2D or 3D map and selected raster & vector content overlays.

Experience and Competencies:

Minimum 9 years’ experience in performing program technical design, coding, and testing functions,
database structure, data mining, library services OR strong analytical skills to comprehend data for creating
meaningful data dashboard using Tableau and or Bl tools by merging data from different sources and format

Education:

Bachelor's degree in Computer Science, Information Systems, Engineering, Business, Data Science, or Math.
Master degree in related discipline is equivalent to two (2) years’ experience. Associate Degree plus 2
relevant experience is considered equivalent to a Bachelor’s Degree.
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ARTIFICIAL INTELLIGENCE (Al)/MACHINE LEARNING (ML) ENGINEER I1I

The Al/ML Engineer Il acts as the lead for architecting, positioning, designing, developing, and deploying
prototype solutions, which include components of product lines and integration efforts needed leading to
the intended machine learning and deep learning system/subsystems. The prototype may comprise of
hardware, software and/or interfaces involving development of Al algorithms and devices.

Duties and Responsibilities

e Collaborate with Scientists, to design, implement, and test Algorithms and methodologies in
hardware and/or software.

e Work with data scientists and Operation Research and System Analysts for inputs into the relevant
sources of information and techniques to respond to mission problems.

e Direct the efforts of all product line teams and serve as the primary interface and POC for all Al-
related matters.

e Experienced in coding and has mathematical background.
e Implement appropriate ML algorithms and run ML tests and experiments

Qualifications and Experience:

Minimum 12 years of solutions development related experience with 2+ yrs. experience in machine
learning, speed, multimodal sensing, Al testing or related advanced areas within Industry, DOD, or Govt

Education:

Bachelor’s degree in computer science, machine learning, applied math, statistics, Neural Networks, data
science, or related highly quantitative field or equivalent

Master's Degree in related discipline is equivalent to Two (2) years of related experience. Ph D Degree
experience is equivalent to four (4) years of related experience

Computer Integration & Programming  www.cips.com 10| Page
Solutions Corp. (CIPS)


http://www.cips.com/

PROJECT MANAGER

Provide expertise to support the full lifecycle of the Enterprise program activities and utilize best
practices to meet the program goals and objectives and ensure performance of the Enterprise Services
support contract. Direct and supervise all personnel performing services under the contract as well as
manage contract matters relating to daily operation.

Essential Duties and Responsibilities

e Provide planning, procedures, direction, administration, quality management, and leadership in the
execution of the Task. Act as the overall lead, manager, and administrator for the effort.

e Direct efforts of cross-competency teams including Contractors and serve as the primary interface
and POC with Government program authorities and representatives on technical and project issues.

e Responsible for regularly briefing leadership on program status and milestones, ensuring
documentation, overseeing Contractor personnel project operations

e Direct execution of the contractual, technical, multi-disciplinary engineering, programming,
maintenance, administrative support, and monitoring and reporting progress.

e Manage acquisition and employment of project resources and control financial and administrative
aspects of the project.

e Ensure the Project goals and objectives are made to meet the mission readiness and are in
compliance with the Laws, Regulations and Policy set forth by the organization.

e Analyze procedures, processes, and technical capabilities to identify current and potential issues
and provide recommended solutions.

e Prepare Monthly Status Report, Contract Deliverable Listing, and Monthly IPR Presentation and
provide a weekly update on the status of the deliverables and work progress statements

e Work through the COR to resolve issues, receive technical instructions, and ensure adequate
performance of services.

e Serves as a point of contact for all contractual matters

e QOversee and coordinate development of contract reports — financial and project scope. Prepare
communications and deliverables using Adobe Acrobat Family; Microsoft Word, Excel, Outlook,
PowerPoint, Visio; MS Project, MS SharePoint.

e Ensure that employees properly comply with the performance standards as required by the client

e Resolve outstanding issues raised by the client

Qualifications:

Experience: Minimum Twelve (12) years of experience in project management, requirements, Interfaces
analysis, cost / benefit analysis, performance assessment, and assessing cyber security impacts with
excellent written and executive communication skills, judgment and interpersonal skills to respond to
common inquiries or complaints from customers, regulatory agencies, or members of the business
community.

Education: Master’s in Computer Science, Business, Engineering, Information Systems or equivalent degree
with PMP

Bachelor’s Degree plus Two (2) years relevant experience is considered equivalent to a Master's Degree.
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SYSTEMS ANALYST Il

Provide analysis and design for development and implementation of the Enterprise programs as well as
other Government Programs to include identification of performance requirements and recommendation
for development of new business processes for more effective and efficient information management
services. The position is akin to Senior Information Engineer

Primary Duties and Responsibilities:

e Provide analysis, design, development and operations of corporate information system, business
applications, and integrating capabilities, and conducts special analyses and studies related to
corporate business capabilities

e Assistin planning, developing, and implementing enterprise models using Business Process
Modeling and data repository tools (examples ARIS, Enterprise Architect/ Rational, Erwin etc,) to
generate reports, models and artifacts in support of operational requirements

e AsInformation Engineer, develop requirements delineation and application designs in the form of
logical data models, data interface specifications, on-line query and report specifications for
corporate information systems, the Enterprise Data Warehouse, business applications, and
technical architecture support, database load specifications, and data validation specifications.

e Write and analyze SQL, applying analytical skills, accounting and methods, and applying strategies
for business intelligence and data warehousing.

e Meet program specific systems needs independent of IT management focus.

e Perform analysis that results in recommendations for the future direction of technical tools,
capabilities, methods and techniques required to provide total lifecycle support for corporate
information systems and business applications.

e Identify, analyze and improve upon existing business processes within an organization for
optimization and improvement to meet new quotas or standards of quality.

e Coordinates with the Project Manager to ensure problem, solution, and user satisfaction

e Prepare milestone status reports and deliveries/presentations on the system concept to
colleagues, subordinates, and end user representatives

e May provide daily supervision and direction to support staff

Experience and Qualifications:

Minimum eight (8) years specialized experience in development of business processes for effective and
efficient information management services and 12 years of general IT experience. Experience in
organizational process improvement, A minimum of three (3) years of experience in enterprise
architecture

Education:

Bachelor's Degree in the related discipline of Computer Science, Information Systems, Engineering,
Business, or other related scientific or technical discipline

Associate Degree plus 2 relevant years’ experience is considered equivalent to a Bachelor’s Degree.
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ENTERPRISE ARCHITECT LEVEL Il

Enterprise Architect is responsible for the overall system design and implementation of major enterprise
systems development and integration including hardware platform, software, support facilities including
communication systems and application interfaces required to meet user requirements.

Duties and Responsibilities

e Plans and performs systems information requirements for specific areas of design and
networking and supervises team of Sr. Systems Engineers and Network Engineers through the
project completion. Analyzes software characteristics and recommends software procurement,
communication support and modifications to support the total requirements.

e Help plan, develop, integrate, and implement enterprise models and artifacts reporting in support
of operational requirements

e s alead technical authority on the project, ensures that systems are compatible and in
compliance with open systems architecture and reference models.

e Translates business needs into long-term architecture solutions that include data design,
database architecture, metadata and repository teams.

e Experienced in DoDAF 2.0, TOGAF, or FEA Architecture frameworks. Modeling experience with
Enterprise Elements, Erwin or Data Repository tools such as Enterprise Architect/ Rational, ARIS,
Magic Draw, Visio, or OpenText’s ProVision, Knowledge Exchange, Metastorm BPM to generate
reports and models

e Evaluates analytically and systematically problems of system workflows, and leads organization
project personnel to plan and develop appropriate corrective action for large-scale
implementation of information systems.

e Support team of Sr. Architects on integration and restructuring Architecture tool sets interaction
in reducing the cycle time for EA artifacts generation.

e Support implementation of enterprise-wide systems with analysis and integration

e Meet client IT management focus of independent program specific systems

e May perform other duties or be assigned other job titles.

Skills and Qualifications

Experience in DoDAF 2.0, TOGAF, or FEA Architecture frameworks. Modeling experience with Enterprise
Elements, Erwin or Data Repository tools such as Enterprise Architect/ Rational, ARIS, Magic Draw, Visio, or
OpenText’s ProVision, Knowledge Exchange, Metastorm BPM to generate reports and models

Experience:

Minimum 10 years related experience in independently performing a variety of systems design and
engineering tasks for implementation of major enterprise systems development and integration projects.
Should have led the team of system and network engineers

Education:

Master’s Degree in Computer Science, Information Systems, Engineering, Business, or other related
scientific or technical discipline

Bachelor’s Degree in relevant discipline plus 2 years relevant experience is equivalent to Master’s degree.

Ph. D degree in relevant discipline is equivalent to 2 yrs. of related experience

Computer Integration & Programming  www.cips.com 13| Page
Solutions Corp. (CIPS)


http://www.cips.com/

DATABASE ANALYST/ADMINISTRATOR Il

Accountable for the design, enhancements, implementation, administration, maintenance or operating
efficiency of multi-user databases or data warehouses. May be responsible for completion of phases of a
project. Provides guidance and training to less experienced analyst/administrators.

Duties and Responsibilities
Typical duties and responsibilities include, but are not limited to:

1. Designs, implements, and maintains complex databases with respect to the operating system,
access methods, global view and/or controlled access of databases.

2. Maintains database dictionaries, repository tools; Creates and/or follows naming convention
standards and procedures, and integrates systems through database or data warehouse design.

3. Experienced in relational databases - Oracle, SQL Server, Postgres in distributed client server, and
web environments, Toad, Putty. SQL Navigator, SQL Developer and PLSQL Developer, Backup
Utility, RMAN, Data-pump, Oracle Enterprise Manager (Grid Control/OEM), Erwin and Greenplum
(Big Data)

4. Monitors database access times, device allocation, validation checks, and data organization. When
necessary, reallocates resources to maximize throughput. Lead database-tuning effort to improve
end user response times.

5. Experienced in OS environments RedHat, Ubuntu, CentOS, SUSE. Sun Solaris, AlX, Windows 2010
and Windows Servers, 2012, 2016

6. Implements security roles, creates backup and recovery, prepares documents, and guidelines.

7. Develops white papers, system needs assessments, recommends database management systems
and tools and performs feasibility studies and cost benefit analyses.

8. Responsible for interacting with users and developers for change management.

9. Migrates legacy data to client server or for web platform.

10. May perform other duties.

Qualifications:

Experience with relational data bases and/or data warehousing tools. Should be able to determine
requirements based on communications with users and developers. Should have undertaken significant
analyses within the technical area. Excellent writing/presentation skills

Experience: Minimum 10 yrs. of related experience

Education: Bachelor’s Degree in Computer Science, Information Systems, Business, or other related technical
discipline

Master’s Degree in related discipline is considered equivalent to 2 yrs. of related experience
Associates Degree plus two (2) years of relevant experience is considered equivalent to a Bachelor’s Degree
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SOFTWARE DEVELOPER III

Support the design, development and functional-deployment of information processing systems, decision
support systems, library services, maintaining mid-tier software application, parallel and distributed
computing, high-performance computing, and hardware acceleration technology.

Essential Duties and Responsibilities

e Establish system information requirements using analysis of the information exchange
technologies in development of the enterprise wide or large-scale information systems.

e Design architecture to include software, hardware and communications to support the total
requirements as well as provide for present and future cross-functional requirements and
interfaces. Ensure that these systems are compatible and in compliance with the standards for
open systems architectures.

e Design, document, code, implement, and maintain appropriate application, or systems software
programs.

e Experienced in software development in Java, C, C+, HTML, HTTPS, XML, EDI. Knowledge of
several of the following namely JBuilder, WebSphere, Active Server Pages (ASP), JavaScript,
applets, servlets, JavaScript, Streaming Media, Section 508 regulation and DBMS's is desirable

e Check the quality of software written by conducting tests and evaluating performance of
software applications to identify and correct bugs, problems which impact operational efficiency
and work quality.

e Develop site concept, interface design, and architecture for the site project. Perform numerous
engineering, business and network traffic management functions

e l|dentify, evaluate, customize and implement vendor-supplied software packages.

e Coordinate with the entire team responsible for Interfaces, content with all levels of
management and technical personnel.

e Participate on the development teams of emerging Technologies, ddeveloping projects using
agile software development methods (Scrum).

Experience and Competencies:

Minimum of 10 yrs of software design and development experience

Education:

Bachelor’s Degree in Computer Science, Information Systems, Business, or other related technical discipline

Master’s Degree in related discipline is considered equivalent to 2 yrs. of related experience
Associates Degree plus two (2) years of relevant experience is considered equivalent to a Bachelor’s Degree
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Al TEST AND EVALUATION ENGINEER I

The Artificial Intelligence (Al) T&E Engineer Ill acts as the lead for testing design, integration, and
deployment of Al solutions including components of product lines and the intended results from the Al
algorithms and devices.

Duties and Responsibilities

As Al T&E Engineer lll, oversee the evaluation of Al product, ensuring:

e requirements are testable and measurable by developing metrics and evaluation criteria,

e developing the test program, the test tools, the test standards, Test Evaluation Master Plans
(TEMPs) and reports

e ensuring that any T&E capabilities incorporated into or developed do not conflict with the
program baseline

e engaging advanced vendors/consultants in the process to ensure that the program reaches across
industry to involve the best solution captured and sharing the same across the customer
stakeholders. Using On-Prem or Cloud test bed and where applicable test harnesses to perform
testing of applications under these environments. During the test harness process, the QA teams
monitor the behavior and output, and generate respective reports for evaluation

e manage the public-facing aspect of the technologies contemplated for customer to ensure that
all ethical issues and associated mitigation strategies are documented for Al product/Services.

Qualifications and Experience:

Minimum 12 years of solutions development related experience with 2+ yrs. experience in Al, machine
learning, testing, speed, multimodal sensing, or related advanced areas within Industry, DOD, or Govt

Education:

Bachelor’s degree in computer science, machine learning, applied math, statistics, Neural Networks, data
science, or related highly quantitative field or equivalent

Master's Degree in related discipline is equivalent to Two (2) years of related experience. Ph D Degree
experience is equivalent to four (4) years of related experience
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SUBJECT MATTER EXPERT

Provide technical, managerial, and administrative direction for problem definition, analysis, requirements
development, and implementation for complex to extremely complex systems in the subject matter area.
Make recommendations and advise on organization-wide system improvements, optimization or
maintenance efforts in the following specialties: Cloud Security; Cyber Security and Automation;
Communications Protocols; Risk management/Electronic Analysis; Artificial Intelligence (Al); Machine
Learning; Test and Evaluation; Information Systems Architecture; Networking; Telecommunications;
Quantum Computing, Cryptography, Data Storage; Operation IT, Software; Lifecycle Management; Software
Development Methodologies (Agile/Scrum); and Modeling and Simulation to arrive at informed decisions
and solve real-world problems through advanced technology demonstration and apply research up through
production representative technology. Commensurate experience in IT and in new and related older
technology that directly relates to the required area of expertise.

Duties and Responsibilities

Typical duties and responsibilities include, but are not limited to:

e Has progressive responsible expertise involving subject matter, Cloud Security; Cyber Security &
Automation; FedRamp; Cloud Services for agency enterprise Information technology projects, or
related discipline and often with unique specialization components.

e Participate in all phases of scientific and engineering projects such as research, design,
development, testing, modeling, simulating, training, and documentation. Prototyping and
deployment of successful architectures to sponsor environments. Develop concepts for various IT
defense communications systems, applications and component subsystems.

e Perform research and development in the area of algorithms and tools for the management of
emerging high-performance networks, High Performance computing and Next Generation Network
Protocol Design

e Responsible for interpreting, organizing, executing and coordinating assignments.

e Plans and conducts research in problem areas of considerable scope and complexity.

e Serves as the technical specialist for the organization in the application of advanced theories,
concepts, principles and processes.

e Keeps abreast of new scientific methods and developments affecting the discipline.

e Mostly the highest-level contributor and is normally widely recognized for achievements,
technical expertise, and meritorious standing within his or her professional field

e Assesses user needs to determine technical and functional requirements. Must be able to plan,
manage and execute complex tasks and lead subordinate level positions. Must demonstrate
excellent oral and written communication skills

e Determines most appropriate implementation strategies and coordinates with project staff as
appropriate. May perform other duties or be assigned other advanced job titles

Experience:
Minimum 12 years of subject matter expertise/experience in unique specialization area preferably with
demonstrated published work

Education:

Master’s Degree in computer science, machine learning, applied math, statistics, data science, or related
highly quantitative field or subject matter discipline equivalent

Bachelor’s Degree plus Two (2) years relevant expertise/experience is considered equivalent to a Master's
Degree. Ph D Degree is equivalent to four (4) years of related expertise/experience
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MOBILE DEVICE SPECIALIST

Mobile Device Specialist provides a fully qualified mobile device support and management point of contact
to users for their agency issued mobile devices, working directly with agency’s IT and mobile policy and
planning management and agency’s mobile devices vendor. The vendors supply smart phones, iPhones,
iPads, cell phones, MiFis (Hot Spots) and/or pagers. The position is akin to Intermediate level MOBILE
DEVICE ADMINISTRATOR.

Duties and Responsibilities:

e Provide users with new mobile devices, including collecting and maintaining the required
paperwork. Provide assistance and trouble-shooting support to users with devices, questions
and issues.

e As a subject matter expert, share and transfer knowledge to government employees to
improve processes and cyber security practices.

e Update the Mobile Device Vendor website with accurate user, Code, and mobile device
information for iPhones, cell phones, and MiFis. Work with the Representative or website in
real-time to perform Electronic Serial Number (ESN) swaps —switching Mobile Telephone
Number (MTN) from device to device in the event of a mobile device being lost, stolen, or
replaced and carry out delete, reset and re-create voice mailboxes.

e Deploy proprietary tools to access to MS collaboration and productivity hub with FacelD to
secure access to implemented workforce productivity tools

e Have one-on-one appointments with the users, accessing the proprietary website to deploy
the CAC PKI certificates onto the iPhone and complete proprietary email setup.

e Be a part of the mobile device team on special projects, meetings, and communications
related to mobile devices as requested.

e Provide monthly metrics. Information for mobile usage broken down by code and including
low usage, high usage and cost not included per device contract.

e Be the liaison between agency/central command/Mobile Device vendor for the agency customer

e Provide weekly/monthly status that summarizes activity (work accomplished) along with any
outstanding issues and solutions towards resolution

e Maintain the Mobile Device master for all device Buildouts and changes.

e Sticker, update 10S, set iPhone Restrictions per guidelines

e Setupandsubmit the NET move-add-changes (MACs) to disassociate proprietary email from
an iPhone.

Experience:
Minimum one (1) year of related experience in supporting and managing mobile devices in a customer
service environment is required

Education:

Bachelor’s Degree in Arts or technology

With Associate Degree three (3) years of related experience in supporting and managing mobile devices in
a customer service environment is required
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SPECIAL ITEM NUMBER- 518210C / Labor Category
Descriptions

Cloud Computing and Cloud Related IT Professional Services
NAICS 518210, 541511, 541512, 541513, 541519
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CLOUD ENGINEER 11l

Cloud Engineering Lead is responsible for design, development, and deployment of client’s modular cloud-
based systems; Proficient in designing and implementing Hybrid Cloud solution projects involving
Private/Hybrid Clouds, he/she has excellent knowledge on infrastructure areas involving Storage, Servers,
Network, and broad knowledge in other areas of infrastructure implementation. He/she has System
Engineer background in analysis and development, benchmarking, testing and validation of systems with
focus on software and systems, general knowledge of telecommunications, computer languages, operating
systems, database management systems and applications. He/she ensures efficient functioning of client’s
data storage and processing functions per its security policies and best practices in cloud security. Interacts
with client stakeholders in leading cloud support, and makes recommendations on organization’s cloud
infrastructure, monitoring its cloud, and scaling cloud IT capabilities.

Duties and responsibilities:

Work stand-alone on analyzing a problem with the cloud software stack, develop a proposed solution, and
upon approval implement the solution in a development environment. Or develop, test and maintain
Puppet modules and Ansible playbook running infrastructure as a code
e Develop automation using Shell scripting on Linux, Perl, Python, Git, Packer
e Knowledge of Networking Principles managing DNS configurations in multiple environments
e Implementing application monitoring and logging strategies using tools like Splunk, New Relic
e Ensure consistent and policy compliant orchestration of cloud infrastructure including base
environments, application stacks, virtual servers, containers
e Design and develop Cloud Native applications
e Installation, maintenance and use of the distributed file system
e Maintenance of Kerberos services to include installation and usage of a Key Distribution Center
(KDC) and configuring access to AFS and servers utilizing Kerberos credentials.
e Configuration, troubleshooting and maintenance of OpenlLDAP servers
e Support automated build pipeline, continuous integration, continuous deployment and test
automation frameworks with experience in DevOps tools
e Support technology solution development, and Integration including requirements, functional
specs, design, custom development, integration, testing, and deployment
e Implement code management and deployment processes. configure, deploy, maintain, and
manage the hardware and cloud infrastructure across several business SaaS instances
e Experience of designing and engineering solutions in a distributed infrastructure environment
e (Create test driven development processes
e Document and implement organizational standards for hardware & configuration

Qualifications: Relevant skillset in Windows, or Linux VMs under cloud; able to write, debug and deploy
configuration scripts for middleware software products using Salt, Jenkins, and similar tools; skillset in
DevOps tools such as Git, Jenkins, Chef, Terraform and Docker; API development using Node.js, Ruby,
Python, Shell, and PowerShell; experience with laaS cloud computing platforms (OpenStack, Microsoft
Azure, Google Compute Engine); PaaS or Container Engines (Cloud Foundry, Mesos, Kubernetes); exposure
to microservices like Function as a Service, Containers, and managed databases; or Infrastructure as a code
e.g. Puppet Modules and Ansible playbook

Experience: Minimum 10 years’ experience in data center communications & operations including LANs
and/or WANSs (Infrastructure), with 3+ yrs. exp in Private/Hybrid Clouds, AWS, Azure, or Google Cloud

Education: Bachelors in Computer Science, Engineering, Telecommunications, Information Technology,
Business or other related fields, Cloud Training or Professional Cloud Architect Certification. Master's Degree
is equivalent to Two (2) years of related experience
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CLOUD SOLUTIONS ARCHITECT LEVEL Il

Solutions Architect lead will create and execute cloud computing strategies and solutions for cloud
adoption plans for application design, and cloud implementation for different applications. Maintains
accurate knowledge of the organization’s cloud infrastructure for management, automating operations and
assisting in monitoring cloud activity and addressing bugs. The Architect gets to work closely with project
teams that focus on developing, deploying and integrating cloud solutions for data platforms.

Duties and Responsibilities

Enhance organization cloud capability by creating and implementing cloud application patterns

Collaborate with developers to analyze preliminary requirements, document a solution design
before continuing to design and integrate the project with engineering team.

Develop and implement ways to move apps and workloads to the cloud;

Knowledge of one or more recognized industry standard solution frameworks e.g., TOGAF,
DODAF, and of modeling toolsets such as Enterprise Architect, Rational, ProVision, Metastorm
BPM, Erwin, ARIS Data Repository

Familiarity with microservices, and Containers; and tools, such as Arc-entry, Azure Visual
Studio, Cloudcraft, or Edraw a plus

Work closely with business leads and product owners to understand solution requirements and
identify architectural patterns with underlying Oracle, SQL Server data bases

Monitor compliance of cloud resources to see they fit industry norms and best practices

Work closely with lead architects and engineers to create and maintain architectural
views/artifacts and build/operational documents

Support team of enterprise architects on integration and restructuring architecture tool sets
interaction in reducing the cycle time.

Write and/or develop cloud automation playbooks for managing and scaling containers, hosts,
cloud services, and applications

Help other development and engineering teams resolve application to platform integration
issues for Platform as a Service (PaaS) and Infrastructure as a Service (laaS) services

Assist with research and propose solutions for data transformation, data connections,
operational frameworks, and application integration. Understanding of data analysis, data
visualization, and working with enterprise systems a plus

Work with DevOps and engineering teams to develop service catalogs

Support deploying and debugging cloud stacks, educating teams on new cloud initiatives, and
ensuring the security of the cloud infrastructure

Experience: Minimum 8 years of IT experience in the design, development, or architecting Enterprise
systems, 2+ years in a solution or technical architect role using service or hosting solutions in
private/public cloud laaS, PaaS, or Saa$ platforms

Education:
Bachelor in Computer Science, Information Systems, Engineering, Business or other related fields.

Master's Degree is equivalent to Two (2) years of related experience
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CLOUD SUBJECT MATTER EXPERT

Provide technical, managerial, and administrative direction for problem definition, analysis, requirements
development, and implementation for complex to extremely complex systems in the subject matter area.
Make recommendations and advise on organization-wide system improvements, optimization or
maintenance efforts. Specialty area expertise may be include: Cloud Artificial Intelligence (Al) Engineering;
Machine Learning; Al Test and Evaluation; Information Systems Architecture; Networking;
Telecommunications; Quantum Computing, Cryptography, Data Storage; Operation IT, Cyber Security and
Automation; Communications Protocols; Risk management/Electronic Analysis; Software Development
Methodologies (Agile/Scrum); and Modeling and Simulation to arrive at informed decisions and solve real-
world problems through advanced technology demonstration and apply research up through production
representative technology.

Duties and Responsibilities
Typical duties and responsibilities include, but are not limited to:

e Has progressive responsible expertise involving subject matter, Cloud Services for agency
enterprise Information technology projects, or related discipline and often with unique
specialization components.

e Participate in all phases of scientific and engineering Cloud projects such as research, design,
development, testing, modeling, simulating, training, and documentation. Prototyping and
deployment of successful cloud architectures to sponsor environments.

e Develop concepts for various IT communications systems, applications and component subsystems.
Perform research and development in the area of algorithms and tools for the management of
emerging high-performance networks, High Performance computing and Next Generation Network
Protocol Design

e Responsible for interpreting, organizing, executing and coordinating assignments.

e Plans and conducts research in problem areas of considerable scope and complexity.

e Serves as the technical specialist for the organization in the application of advanced theories,
concepts, principles and processes.

e Keeps abreast of new scientific methods and developments affecting the discipline.

e Mostly the highest-level contributor and is normally widely recognized for achievements,
technical expertise, and meritorious standing within his or her professional field

e Assesses user needs to determine technical and functional requirements. Must be able to plan,
manage and execute complex tasks and lead subordinate level positions. Must demonstrate
excellent oral and written communication skills

e Determines most appropriate implementation strategies and coordinates with project staff

e May perform other duties or be assigned other advanced job titles

Experience:

Minimum 12 years of subject matter expertise/experience in unique specialization area preferably with
demonstrated published work e.g. for Cloud Al SME skillset in DevOps tools such as Git, Jenkins, Chef,
Terraform and Docker; APl development using Node.js, Ruby, Python, Shell, and PowerShell; experience
with SaaS cloud computing platforms (OpenStack, Microsoft Azure, Google Compute Engine); PaaS or
Container Engines (Cloud Foundry, Mesos, Kubernetes); exposure to microservices like Function as a
Service, Containers, and managed databases; or Infrastructure as a code is required

Education: Master’s Degree in computer science, machine learning, applied math, statistics, data science,
or related highly quantitative field or subject matter discipline equivalent.

Bachelor’s Degree plus Two (2) years relevant expertise/experience is considered equivalent to a Master's
Degree. Ph D Degree is equivalent to four (4) years of related expertise/experience
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ENTERPRISE CLOUD SECURITY ARCHITECT LEVEL I

Provide expertise and utilize best security practices to meet the program goal of Govt. or DoD Information
Technology (IT)); Experienced in FISMA procedures and knowledge of current security tools.
Understanding of IT Laws, Regulations, and Policies published by the OMB, DOD, and in Cloud Computing
Initiatives such as the Federal Information Technology Acquisition Reform Act (FITARA), DoDI 8510.01 Risk
Management Framework (RMF) program activities, DoDAF Architecture Framework, in other words
Information Assurance. The position is akin to Cyber Security Engineer Il

Essential Duties and Responsibilities

e Provide draft documents and communications necessary to sustain compliance of Systems and its
related technical infrastructure with the RMF policies, regulations, and guidance.

e Provide RMF Assessment and Authorization (A&A) support

e Maintain knowledge and ensure compliance with DoD/Agency RMF policies and guidance
applicable to the client systems and their related EA constructs.

e Ensure that Client provided software and environment tools including cloud computing
components remain in good standing of ATO Certificate and Certificates of Noteworthiness
(CONs).

e Assess the Cloud Service Provider’s (CSP’s) System Security Plan document that describes all the
security controls in use on the information system and their implementation.

e Research Cloud Services that have achieved a FedRAMP Marketplace designation and assist
agencies to meet FedRAMP requirements that apply when federal information is collected,
maintained, processed, disseminated, or disposed when using Cloud services

e Support carrying out security architecture tasks, completing SOW area scope, resolving problems,
feedback on project schedule

e Monitor RMF security controls for the systems and its related technical infrastructure, and
provide the Govt with recommended courses of action to sustain the accreditation of the systems
and related technical infrastructure.

e Notify users prior to deploying the repository software upgrade, new release maintenance, or IA
patches, in order to prevent any interrupts to user's daily operations.

e Register and review all RMF documents for systems and its related technical infrastructure in the
Govt. eMASS, APMS, or other systems the Government specifies RMF conformance on.

e Excellent written and executive communication, judgment and excellent interpersonal skills.

e Ability to respond to common inquiries or complaints from customers, regulatory agencies, or
members of the business community.

Experience: Minimum Twelve (12) yrs experience in defining specialized requirements in computer and data
security. business security practices, NIST Cybersecurity Framework and Risk Management Framework
(RMF), and the development of Systems Security Plans and the Assessment of Security and Privacy Controls
on Federal Information Systems in accordance with NIST SP 800-53 and NIST SP 800-17

Education: BS in Computer Science, Information Systems, Engineering, Business, or Cyber Security Certified
Information Systems Security Professional (CISSP), Information Assurance Technical (IAT) Level |l
certification a plus.

Master's Degree is equivalent to Two (2) years of related experience
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IT SERVICE DESCRIPTIONS (COVERED PSC and FPDS CODES):

DAO1- Business application/application development support services (labor)

Support services for activities involved with application development and support to include analysis,
design, development, coding, testing, and release packaging, as well as support of off-the-shelf Business
Applications. Includes User Research, Human Center Design, Development/Security/Operations
(DevSecOps), Customer Experience (UX). PSC Category covers work done under FDPS Codes D302, D307,
D308, D313, D318, D399, and R413

DBO1 - High Performance Computing (HPC) Support Services (labor)

Support services for specialized High-Performance Computing (HPC) systems used in solving complex
computational problems through massive concurrent use of computing resources and parallel processing
techniques.

DB02 - Compute support services, non-HPC (labor)

Computing support services for physical and virtual servers operating stand-alone, virtually, or in
public/private cloud environments. Includes support services for traditional mainframe computers
and operations running legacy operating systems.

DB10- Compute as a Service: Mainframe/Servers

Computing delivered as a service in a public or private cloud environment, such as services for traditional
mainframe computers and operations running Windows, Linux, converged infrastructure or UNIX
operating systems. PSC Category covers work done under FDPS Code D305

DCO1 - Data Center Support Services (Labor)

Support services for data center facilities that house and protect critical IT equipment including the
space, power, environment controls, racks, cabling and "smart hand" support. Includes tiered and non-
tiered computer rooms, MDF/Telco closets and other facilities that house IT equipment. PSC Category
covers work done under FDPS Code D301

DDO1 - Service Delivery Support Services: ITSM, Operations center, Project/PM (labor)

Support services for delivery processes including IT Service Management (ITSM), Project Program and
Portfolio (PPM), and Operations Centers (NOC, GOC). ITSM processes include incident, problem and
change management services as part of the ITSM program. IT Project Management includes support for
agile and continuous improvement/development (Cl/CD). PSC Category covers work done under FDPS
Codes D304, and D306

DEO1 - End User: Help Desk; Tier 1-2, Workspace, Print, Output, Productivity Tools (labor)

Support services for end user client computing including Tier 1 and 2 help/service desk, deskside
support, adds/moves/changes, workspace, collaboration, and productivity software technical support,
audio/video (A/V, VTC) conferencing, and printer support. A/V and VTC includes support services
typically used in conference rooms and dedicated telepresence rooms to enable workforce
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communications. Printer support includes Managed Print Services (MPS) for multifunction printers
(print, scan, fax, copy), and other central printing or output support services. Work excludes Mobile
device Support. PSC Category covers work done under FDPS Codes D320, D321

DEO2 - Mobile Device Support Services (labor)

Support services for mobile devices such as tablets, smart phones (i0S, Android, Windows Mobile)
that support a mobile workforce accessing corporate resources. Includes mobile service management,
logistics, technical support, system and configuration management services related to the devices.

DFO1 - IT Management Support Services (labor)

Support services for IT Management to include Enterprise Architecture (EA), Financial Management,
and Strategic Planning. EA includes services supporting business, information, application and
technical architecture to drive standardization, integration and efficiency among business technology
solutions. Financial Management includes services involved in the planning, budgeting, spend
management and chargeback of IT expenditures and the costing of IT products and services. IT
Management and Strategic Planning include senior professional and administrative support services
facilitating centralized IT strategy and planning. PSC Category covers work done under FDPS Code R415

DGO1 - Network Support Services (labor)

Support services for physical and wireless networks connecting equipment within the core data
centers and work areas, connecting end users to the organization's broader networks, as well as Wide
Area Network equipment, hardware and software directly connecting into data centers, offices and
third parties. Also provides support for transport services for data networks and associated

access facilities and services; includes dedicated and virtual data networks and internet
access.

DHO1- Platform Support Services: Database, Mainframe, Middleware (labor)

Support services focused on local database instances, including DBAs, DBMS, and operational support.
Also supports distributed platform, application and system integration resources enabling cross
application development, communications and information sharing. Includes Mainframe database and
middleware support. PSC Category covers work done under FDPS Codes D303, D311, D312, and D315

DJO1 - Security and Compliance Support Services (labor)

Support services focused on supporting security policies/controls, processes, measuring compliance of
relevant legal/compliance requirements, to include Section 508, and responding to security breaches.
Also provides support for IT Security systems providing Continuous Diagnostics and Mitigation (CDM) for
real-time Cyber Security and protection such as vulnerability scanning, managing firewalls, intrusion
prevention systems, and security information and event management (SIEM). Includes Disaster Recovery
(DR) services to support DR policy, process and means, dedicated failover facilities and perform DR
testing. PSC Category covers work done under FDPS Codes D310, and D324

DKO1- Storage Support Services (labor)

Support services used for 1) offline storage; archive, backup & recovery to manage data loss, data
corruption, disaster recovery and compliance requirements of the distributed storage 2) Mainframe
storage system services and 3) local storage such as SAN, NAS and similar technologies for the
distributed compute infrastructure. PSC Category covers work done under FDPS Code D325
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SPECIAL ITEM NUMBER- ORDER-LEVEL MATERIALS (OLMs)

Contractor (CIPS) is authorized to offer OLMs through the SIN for orders placed against CIPS Schedule
contract. The Order-Level Materials or OLMs are supplies and/or services acquired in direct support of
an individual task or delivery order placed against a Federal Supply Schedule (FSS) program contract or
BPA. OLM pricing is not established at the FSS contract, but at the order level. Since OLMs are identified
and acquired at the order or BPA level, the ordering contracting officer (OCO) is responsible for making a
fair and reasonable price determination for all OLMs using FAR 15.404 techniques for commercial price
determinations. Using this procedure, ancillary supplies and services that are unknown at the time of
the Schedule contract award may be included and priced at the order level or BPA level.

OLM SIN-Level Requirements/Ordering Instructions:

OLMs are:

e Purchased under the authority of the FSS Program as a special ordering procedure

e |dentified at the order or BPA level (either at the time the order is placed or as the
requirement for OLMs develop during the course of performance)

e Defined and priced at the ordering activity level in accordance with GSAR clause 552.238-
115 Special Ordering Procedures for the Acquisition of Order-Level Materials.

e Only authorized for use in direct support of another awarded SIN.

e Only authorized for inclusion at the order level under a Time-and-Materials (T&M) or
Labor-Hour (LH) Contract Line-Iltem Number (CLIN)

e Subject to a Not to Exceed (NTE) ceiling price limited to 33.33% of the total value of the
order or BPA

OLMs are not items awarded under ancillary supplies/services or other direct cost (ODC) SINs
(these items are defined, priced, and awarded at the FSS contract level)

For full details see OLM SIN-Level Requirements/Ordering Instructions in the Order-Level Materials
(OLMs) Ordering Guide.
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I

§ CUSTOMER FOCUSED - RESULTS DRIVEN

AWARDED GSA PRICELIST

Pricing for Special Item Number 54151S
**GSA NET (DISCOUNT DEDUCTED) HOURLY RATES Including IFF**

Computer Integration & Programming Solutions Corp.

Year 1 Year 2 Year 3 Year 4 Year 5
2/24/2025 - 2/24/2026 - 2/24/2027 - 2/24/2028 - 2/24/2029 -
2/23/2026 2/23/2027 2/23/2028 2/23/2029 2/23/2030
Labor Category
GSA Net Price GSA Net Price GSA Net Price GSA Net Price GSA Net Price
Per Hour Per Hour Per Hour Per Hour Per Hour
(Including IFF) (Including IFF) (Including IFF) (Including IFF) (Including IFF)
Computer System Security
Specialist | $70.89 $73.02 $75.20 $77.46 $79.79
Computer Systems
Engineer | $69.91 $72.01 $74.17 $76.39 $78.68
Help Desk Specialist | $43.73 $45.04 $46.39 $47.78 $49.21
Software Engineer Il $137.75 $141.88 $146.14 $150.52 $ 155.03
Artificial Intelligence (Al)/
Machine Learning (ML) $145.47 $149.83 $154.33 $158.96 $163.73
Engineer lll
Project Manager $126.39 $130.18 $134.09 $138.11 $142.25
Systems Analyst || $110.60 $113.91 $117.33 $120.85 $124.47
Enterprise Architect Ill $141.79 $146.05 $150.43 $154.94 $159.59
Database Analyst/
Administrator 1l $130.35 $134.26 $138.29 $142.44 $146.71
Software Developer llI $135.12 $139.17 $143.35 $147.65 $152.08
Al Testing and Evaluation
(T&E) Engineer Il $145.47 $149.83 $154.33 $158.96 $163.73
Subject Matter Expert $146.13 $150.52 $155.03 $159.69 $164.47
Mobile Device Specialist $59.24 $61.02 62.85 64.74 66.68
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Computer Integration & Programming Solutions Corp.
CUSTOMER FOCUSED - RESULTS DRIVEN

Pricing for Special Iltem Number 518210C
**GSA NET (DISCOUNT DEDUCTED) HOURLY RATES Including IFF**

(Including IFF)

(Including IFF)

(Including IFF)

(Including IFF)

Year 1 Year 2 Year 3 Year 4 Year 5
2/24/2025 - 2/24/2026 - 2/24/2027 - 2/24/2028 - 2/24/2029 -
2/23/2026 2/23/2027 2/23/2028 2/23/2029 2/23/2030
Labor Categor
gory GSA Net Price GSA Net Price GSA Net Price GSA Net Price GSA Net Price
Per Hour Per Hour Per Hour Per Hour Per Hour

(Including IFF)

Cloud Engineer Il

$140.76 $144.98 $149.33 | $153.81 $158.43
Cloud Solutions Architect Il $141.79 $146.05 $150.43 | $154.94 $159.59
Cloud Subject Matter Expert $230.96 $237.89 $245.03 | $252.38 $259.95
Enterprise Cloud Security $146.13 $150.52 $155.03 | $159.69 $164.47
Architect Il
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